FIGURE 2.1

A Maplet for substitution ciphers.

3 Substitution Cipher (=% HoR =

Substitution cipher type? [2 v Keyword: |
Plain:
Ciphex:
Encipher or Decipher? 2 %) Preserve word divisions? () Yes @ No | Whatis this?

Input Message:




FIGURE 2.2

Substitution cipher Maplet showing cipher alphabet.

Substitution Cipher

Substitution cipher type? eryword(simple) ':

Keyword: |WILLROGERS

Plain: AllB

C|[D|lE Fl[G|[H|I J|K|JL|M|N|]O|P

Cipher: |W | I

L||R|[O||G||E S||A]|[B]|[C|[D || F|H J(K|M|N|[P|[Q|T

TR P

Encipher or Decipher? 2

S Preserve word divisions? () Yes @ No | Whatis this?

Input Message:




FIGURE 2.3

Substitution cipher Maplet after encryption.

Substitution Cipher
Substitution cipher type? eryword(simple) ': Keyword: 'WILLROGERS
Plain: A||B|/C|ID|lE Fl[G|[H|I JKJIL|M|NJ|OP|QJR|S|T|U|V[W|X]|Y]|Z

Cipher: |W | I L||R|[O||G||E S||A]|[B]|[C|[D || F|H J(K|M|N|[P|[Q|T Ujlv]|[XxX]|lY][lz

Create Alphabet Assignment
Encipher or Decipher? encipher v Preserve word divisions? @ Yes ()No

EVERYTHING IS FUNNY AS LONG AS IT IS HAPPENING TO SOMEBODY ELSE

Input Message:

OUONYQSAHE AP GTHHY WP DJHE WP AQ AP SWKKOHAHE QJ PJFOIJRY ODPO




FIGURE 2.4

Substitution cipher Maplet after decryption.

Substitution Cipher
Substitution cipher type? eryword(simple) ': Keyword: 'WILLROGERS

C|[D|lE Fl[G|[H|I J|IK|J|L|M|[N|[[Of|P|QJR]|[S|[T

Plain: AllB

B|[C||[D||F||lH J(K|M|N|[P|[Q|T Ujlv]|[XxX]|lY][lz

Create Alphabet Assignment
Encipher or Decipher? decipher v Preserve word divisions? @ Yes ()No

‘OI'O,\‘\'QSAH}Z AP GTHHY WP DJHE WP AQ AP SWKKOHAHE QJ PJFOIJRY ODPO

Cipher: |W | I L||R|[O||G||E S ||A

Input Message:

EVERYTHING IS FUNNY AS LONG AS IT IS HAPPENING TO SOMEBODY ELSE




FIGURE 2.5

A Maplet for cryptanalysis of substitution ciphers.

Substitution Cipher Breaker (o2 )

WZIS VZIL VRRQ VZI CRAEVZ TGISYGISV, M WTJ JMFISV BIOTAJI M YRS’V YITF
YEAPJ. WZIS VZIL VRRQ VZI JMNVZ TGISYGISV, M QIHV UAMIV BIOTAJI M QSRW
M’G MSSROISV. WZIS VZIL VRRQ VZI JIORSY TGISYGISV, M JTMY SRVZMSP

BIOTAJI M YRS’V RWS T PAS. SRW VZIL’KI ORGI CRE VZI CMEJV TGISYGISV TSY M
Ciphertext: (OTS’V JTL TSLVZMSP TV TFF.

Include all characters (including non-letters) in frequency counts? () Yes @

Cryptanalyze Message




FIGURE 2.6

Substitution cipher breaker Maplet second window.

(] substitution Cipher Cryptanalysis =

(eS|

—
Select frequency type Maplet work?

-[ Display current plaintext _[ Go back to previous window

Plaintext Alphabet
Calle]le]ia)fe])fe]leJfr]) ]l ]lx](L]
ol fe)fe]r]ls ] (x)

Plaintext/Ciphertext Match -
Plain: ‘5
Cipher: (W] Lz [r] s ) 2] (1] () ) (] (r] (o] n
Plain:
Cipher: e (i) (st el r][a](z]
Plain: B
i 2. e e e s v e e 7 (o) v () (i)
Plain:
Cipher: uies] (bt (snb) st (i (i) (e (1] Lo (o] [a]) 3] (1]




FIGURE 2.7

Substitution cipher breaker Maplet with one letter assigned.

Substitution Cipher Cryptanalysis

1 graph I occurs 33 times, 1 graph V occurs 28 times, 1 graph S occurs 28 times, 1 graph T occurs 17
times, 1 graph R occurs 17 times, 1 graph M occurs 16 times, 1 graph Z occurs 15 times, 1 graph J
r e =l occurs 11 times, 1 graph Y occurs 11 times, 1 graph G occurs 10 times, 1 graph O occurs 7 times, 1
£ graph A occurs 7 times, 1 graph W occurs 7 times, 1 graph L occurs 6 times, 1 graph Q occurs 5 times,
1 graph P occurs 4 times, 1 graph F occurs 4 times, 1 graph E occurs 4 times, 1 graph B occurs 3
times, 1 graph C occurs 3 times, 1 graph K occurs 1 times, 1 graph U occurs 1 times, 1 graph H
occurs 1 times, 1 graph N occurs 1 times

-[ Display current plaintext _[ Go back to previous window | Decipher another message

Plaintext Alphabet

[

Select frequency type

(o]t
S | e o

Plaintext/Ciphertext Match =
Plain: E 3
Cipher: [I] -
Plain:
Cipher: ()
Plain: B
Cipher:
Plain:
Cipher:




FIGURE 2.8

Substitution cipher breaker Maplet with all letters assigned.

Substitution Cipher Cryptanalysis

1 graph I occurs 33 times, 1 graph V occurs 28 times, 1 graph S occurs 28 times, 1 graph T occurs 17
times, 1 graph R occurs 17 times, 1 graph M occurs 16 times, 1 graph Z occurs 15 times, 1 graph J
'wc iica =l occurs 11 times, 1 graph Y occurs 11 times, 1 graph G occurs 10 times, 1 graph O occurs 7 times, 1
£ graph A occurs 7 times, 1 graph W occurs 7 times, 1 graph L occurs 6 times, 1 graph Q occurs 5 times,
Select frequency type |1 graph P occurs 4 times, 1 graph F occurs 4 times, 1 graph E occurs 4 times, 1 graph B occurs 3
times, 1 graph C occurs 3 times, 1 graph K occurs 1 times, 1 graph U occurs 1 times, 1 graph H
occurs 1 times, 1 graph N occurs 1 times

-[ Display current plaintext _[ Go back to previous window | Decipher another message

Plaintext Alphabet

A B (5 D E F G H I

N o P Q R S 1 LiJ v w X Y

Plaintext/Ciphertext Match
Plain: w H

Cipher:

Plain:
Cipher:

Plain:
Cipher:

Plain:
Cipher:




FIGURE 2.9
A Maplet for Playfair ciphers.

3 Playfair Cipher [E=2EoE T

Encipher or Decipher a message? 2

Input Message:

Baron Lyon Playfair




FIGURE 2.10

Playfair cipher Maplet after encryption.

[ Playfair Cipher

Encipher or Decipher a message? |encipher v/

IDIOCY OFTEN LOOKS LIKE INTELLIGENCE

Input Message:

Keyword: 'WHEATSTONE

KFFBBZFMWASPNVCFDUKDAGCEWPQDPNBSNE

Baron Lyon Playfair




FIGURE 2.11
Playfair cipher Maplet after decryption.

{3 Playfair Cipher

Encipher or Decipher a message? | decipher v/

KFFBBZFMWASPNVCFDUKDAGCEWPQDPNBSNE

Input Message:

Keyword: 'WHEATSTONE

IDIOCYOFTENLOXOKSLIKEINTELLIGENCEX

Baron Lyon Playfair







