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Root DNS Servers

.org DNS servers .edu DNS servers

.com DNS servers

cnn.com ietf.org ieee.org dns.auburn.edu ns.mit.edu
DNS DNS DN servers DNS servers

servers servers

amazon.com
DNS servers ' DNS servers

Figure 2.1 The distributed hierarchical nature of DNS.
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Root DNS server

Local DNS server
dns.auburn.edu

Figure 2.2 DNS queries include both recursive and iterative queries.
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PA: primary authoritative
SA: secondary authoritative
R: recursive

SA

Internal
network

R
g Subnets

in area 3

Subnets
in area 1

Subnets
in area 2

Figure 2.3 DNS hierarchy in a zone.
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Root DNS server
.

Recursive
name

=7

.edu TLD DNS server

NS & A RRs

Figure 2.4 How to make DNS work for Auburn University’s web and mail servers.
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Password:

Wu-Mac-Pro:~ wuf nzlookup chn.com
Server: 131.284.18.13
Address: 131.2084.18.13453

Noh-authoritative answer:

Name:  chh.com

Address: 64.236.16.52

Name:  chh.com

Address: 64.236.24.12

Noame:  chh.com

Address: 64.236.29.128

Name:  chn.com

Address: 64.236.16.28 |k

Wu-Mac—Pro:~ wug JJ )

Figure 2.5 The use of nslookup.
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No.. Time Source Destination Protocol Info
2 Standard que

20000255 192.168.127.2  192.168.127.4 ~ DNS  Standard query response A 64.236.29.120 A 64.23¢
-« SRR R R P mm——— D

e
P Ethernet II, Src: AsustekC_be:fa:cl (00:1d:60:be:fa:cl), Dst: AsustekC 53:3f:dd (00:le:8c:53:3f:dd) 1
P Internet Protocol, Src: 192.168.127.4 (192.168.127.4), Dst: 192.168.127.2 (192.168.127.2)
b
<~ Domain Name System (query)
IResponse In: 2]
Transaction ID: 0x741c
< Flags: 0x0100 (Standard query)

cnn. com

Ques sums wams mown = Response: Message is a query
.000 0... .... .... = Opcode: Standard query (0)
..0. .... .... = Truncated: Message is not truncated
Wi ...l ... ..., = Recursion desired: Do query recursively
v O T L Teserved (o)
henticated data OK: Non-authenticated data is unacceptab
Answer RRs: 0 One recursive query for cnn.com

Authority RRs: 0
Additional RRs: 0
< Queries
cnn.com: type A, class IN
Name: cnn.com \
Type: A (Host address) Type A query for host IP address
Class: IN (0x0001)

Figure 2.6 A DNS query.
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Wu-Mac-Pro:~ wu$ nslookup ns.mit.edu

Server: 192.168.127.2
Address: 192.1658.127.2453

Noh-authoritative answer:

ns.mit .edu canonical name = NOC-CUBE.mit.edu.
Name : NOC-CUBE .mit .edu

Address: 15.15.2.25

Y =

Wu-Mac-Pro:~ wu I

Figure 2.7 Finding a name server’s IP address.
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Mac-Pro:~ wuf nslookup
> 131.284.168.13
Server:
Address:

Non-authoritative answer:
13.18.284.131 . in-addr .arpa

Authoritotive answers can be

dns.eng.auburn . edu

Non-authoritative answer:
auburn.edu

Authoritative answers caon be

dns.eng.auburn ..edu
dns .duc .auburn .edu
>l

131.2684.18.13
1531.284.18.13453

internet
internet

name = dns.eng.auburn.edu.

found from:

18.284.131.in-oddr .arpa nomeserver = dns.eng.auburn.edu.
internet oddress = 131.284.108.13

= set g=mx

= auburn.edu

Server: 131.284.18.13
Address: 131.284.18.13#53

mail exchanger = 18 aumail .duc.ouburn.edu.

found from:

auburnh.edu nameserver = dns.auburn.edu.

auburh.edu nameserver = dns.eng.auburn.edu.
auburn.edu nameserver = dns.duc.auburn.edu.

aumail .duc.auburn.eduy  internet address = 131.284.2.83
dns.auburn.edy  internet address = 131.284.41.3

address = 131.284.18.13
address = 131.284.2.18

Figure 2.8 A query of auburn.edu’s mail RR.
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smtpl.google.com
smtp2.google.com
smtp3.google.com
smtp4.google.com
ns4.google.com
nsl.google.com
ns2.google.com
ns3.google.com

mail exchanger = 10 smtp4.google.com.
mail exchanger = 10 smtpl.google.com.
mail exchanger = 10 smtp2.google.com.
mail exchanger = 10 smtp3.google.com.
nameserver = ns2.google.com.
nameserver = ns3.google.com.
nameserver = ns4.google.com.
nameserver = nsl.google.com.

internet address = 209.85.237.25
internet address = 64.233.165.25
internet address = 64.233.183.25
internet address = 72.14.221.25
internet address = 216.239.38.10
internet address = 216.239.32.10
internet address = 216.239.34.10
internet address = 216.239.36.10

Figure 2.9 A query of google.com’s MX RRs.

002x009.eps



Courtesy of CRC Press/Taylor & Francis Group

No.. Time Source Destination Protocol Info

2 0, 000255 192.168.127.2 192.168.127.4 Standard query response A 64.236.29.120 A 64,236,

« - ) )
P USEI DULUYI G LU I UL G MO (99 ) UIE VI G SUsiY (JVIEv)
< Domain Name System (response)
Request In: 1
[Time: 0,000255000 seconds]
Transaction ID: 0x741c
< Flags: 0x8180 (Standard query response, No error)

s w = Response: Message is a response
000 0... = Opcode: Standard query (0)
iias il = Authoritative: Server is not an authority for domain
. 8L = Truncated: Message is not truncated
od swra smia = Recursion desired: Do query recursively
i Lisa saeas = Recursion available: Server can do recursive queries
L0, = Z: reserved (0)
..0. ..., = Answer authenticated: Answer/authority portion was not authenticated by the server
............ 0000 = Reply code: No error (0)
Questions: 1
Answer RRs: 4
Authority RRs: 0
Additional RRs: 0
- Queries
<7 cnn.com: type A, class IN One response contains 4 answers (RRs)

Name: cnn.com
Type: A (Host address)
Class: IN (0x0001)
| Answers
D cnn.com: type A, class IN, addr 64.236.29.1204
P> cnn.com: type A, class IN, addr 64.236.16.20
P cnn.com: type A, class IN, addr 64,236,16.52
P cnn.com: type A, class IN, addr 64.236.24.12

Figure 2.10 A DNS response.
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Header RFC 1035
Question The question for the name server
Answer RRs answering the question
Authority RRs pointing toward an authority
Additional RRs holding additional information

Figure 2.11 The DNS message format.
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Coogle 7 Hsewch o M _ G0 © _ fit Esharer | siewla 1 Bookmarks+ aaTranshte | NAutolink &

USHome | ) Worldwide
oy Map
\é‘nSlgn

.
ro & Services Partners Support About VeriSign

- . US Home > Products & Services > Domain Name Services > Whois - .com, .net, .edu
Domain Name Services

Domain Name Registries Whois - .com, .net, .edu 82| x| =

Become a Registrar .com .net .edu | .cc | .tv | .jobs | .name

For Current Registrars
Search the .com, .net, .edu Whois

Find a Registrar
By submitting a Whois query, user agrees to abide by the Terms of Use.
Information Center

Search Whois For:
[omcor [ oo

® Domain (ex.verisign.com)
(O Registrar (ex. ABC Registrar, Inc.)
() Nameserver (ex.NS.VERISIGN.COM or 198.41.0.196)

Help | FAQs

Please Note: Successful domain registrations and medifications may not be in the WHOIS database for
up to 48 hours.

‘Whois

Why Verisign?

Figure 2.12  The use of Whois service.
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Search the .com, .net, .edu Whois

By submitting a Whois query, user agrees to abide by the Terms of Use.

Search Whois For:

@ Domain (ex.verisign.com)
(ORegistrar (ex. ABC Registrar, Inc.)

(O Nameserver (ex.NS.VERISIGN.COM or 198.41.0.196)

Help | FAQs

SEARCH

Please Note: Successful domain registrations and modifications may not be in the WHOIS database for

up to 48 hours.

Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net

for detailed information.

Domain Name: CNN.COM

Registrar: CSC CORPORATE DOMAINS, INC.
Whois Server: whois.corporatedomains.com
Referral URL: http://www.cscglobal.com
Name Server: NS1.TIMEWARNER.NET
Name Server: NS3.TIMEWARNER.NET
Name Server: NS5.TIMEWARNER.NET
Status: clientTransferProhibited

Updated Date: 04-feb-2010

Creation Date: 22-sep-1993

Expiration Date: 21-sep-2018

cnn.com uses
Timewarner to host its

Kauthoritative DNS servers

Details about cnn.com

>>> Last update of whois database: Tue, 09 Mar 2010 21:23:26 UTC <<<

Figure 2.13 Whois query response.
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Root DNS Server: AAROOT-SERVERS.NET
198.41.0.4

TLD DNS Server:
a.gtld-servers.net
192.5.6.30
5
DNS Server
g.auburn.edu 6

— Authoritative DNS Server
7 nsl.timewarner.net
204.74.108.238

/u.eng.auburn.edu www.cnn.com
157.166.255.18

Figure 2.14 Local DNS server to client.
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Mac-Pro:~ wu$ nslookup 74.125.45.168
Server: 131.2084.18.13
Address: 131.2084.18.13#53

Non-outhoritative answer:

168.45.125.74. in-oddr .arpa name = yx-in-f188.google.com.
Authoritative answers can be found from:

125.74.in-oddr .arpa nameserver = nsl.google.com.
125.74.in-oddr .arpa nameserver = ns2.google.com.
125.74.in-addr .arpa nameserver = ns3.google.com.
125.74.in-addr .arpa nameserver = ns4.google.com.

nsl.google.com internet oddress = 216.239.32.18
nsZ.google.com internet address = 216.239.34.18
ns3.google.com internet address = 216.239.36.18
ns4.google.com internet oddress = 216.239.38.18

Figure 2.15 A reverse DNS lookup example.
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DNS Root

R
www.auburn.edu dns.auburn.edu DomainController.auburn.edu

Figure 2.16 A DNS hierarchical structure.
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I One-way
Trust | Trust
a.com relation b.com 1 relation c.com

—A

One tree

Figure 2.17 Forest at pinnacle of hierarchical structure.
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Figure 2.18 The relationship of class, object and attribute of a schema.
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Group
6)
Group & User
policy
Alice.Doe: Domain: a.com @ Organization
full control / unit
Bob.Smith:

full control
X.a.com
z.a.com
v y.a.com

ou2.x.a.com

@ oul.y.a.com
liceDoe X &

(7 " & D “ ° m.oul.y.a.com
{ ] _
o™
0 ¥ & IE
NS

Slt)h %@ E

oul.x.a.com

Figure 2.19 An AD domain.
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!é Active Directory Users and Computers

<) Fle  Action View Window Help

=10/
JRETE

- | A@E I XEFEIR OB CAETEE

(] Saved Queries

6 Active Directory Users and Computer BT o3 objects

ﬂSchema Admins

< I I ﬂ ﬁTelnetClients

4 1
€7IRAS and IAS Servers

€ SUPPORT 38894520

Security Group ...
Security Group ...
User

Security Group ...

Servers in this group can ...
Designated administrators...
This is a vendor's account ...
Members of this group ha...

= @ uav.auburn.edu e - Tme‘ = l -

(3 Builtin EEHCP Administrators Security Group ...  Members who have admini...
(] Computers ﬁDHCP Users Security Group ...  Members who have view-...

(&) Domain Controllers €% onsadmins Security Group ... DNS Administrators Group
(2] ForeignSecurityPrincipals ﬁDnsUpdateProxy Security Group ... DNS clients who are permi...
(&) Microsoft Exchange Security mDoma‘n Admins Security Group ...  Designated administrators...
3 Users ﬁDomah Computers Security Group ... All workstations and serve...
mDornain Controllers Security Group ... All domain controllers in th...

ﬂDoma‘n Guests Security Group ... All domain guests
Domain Users Security Group ... All domain users

ﬁEnterprise Admins Security Group ...  Designated administrators. ..
ﬂGroup Policy Creator Owners Security Group ... Members in this group can...
%Guest User Built-in account For guest ...
ﬁHelpServicesGroup Security Group ... Group for the Help and Su...

[} mIlS_WPG Security Group ... 115 Worker Process Group
IUSR_W2003 User Built-in account for anony...
IWAM_W2003 User Built-in account for Intern...

Ll

Figure 2.20  Active directory for users.
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Joe Smith Properties [ 21|
MemberOf |  Diskin |  Envionment |  Sessions
Remotecontiol | TeminalSewvicesProfle | COMs

General | Addess | Account | Profie | Telephones|| Organization

g Joe Smith I

Eirst name: [yce Iniials: [
Last name: [Smith

DWTI e T

Deseription: [

Ofice: [

Telphonerumber [ e |

E-mail [doe Smith@out.y.a.com

Schema

ke I [ | attributes

0K | Concel | op |

Figure 2.21 A user object in active directory.
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Figure 2.22  Sites within an AD network.
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http.tcp.www SRV 0 0 80 webserver.auburn.edu.

P

Service.Proto.Name TTL Class SRV Priority Weight Port Target

Figure 2.23 A SRV RR for HTTP (www) service at auburn.edu domain.
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